Appeared in Proceedings of ACM SIGMETRICS Conference on Measurement & Modeling of Computer Systems. May,1994.THE FIFTEEN LEVEL(Keynote Address)Peter J. DenningComputer Science DepartmentGeorge Mason UniversityFairfax, VA 22030pjd@cne.gmu.eduThere is a connection between operating systems and workflowand groupware systems that is not widely appreciated. It hasprofound implications for the design and performance evaluationof computer systems.For over four decades the basic set of abstractions around whichwe structure operating systems has not changed. This is atestimony to the power and ruggedness of those abstractions,which have survived increases of processor speed and memorycapacity exceeding six orders of magnitude, as well as anonslaught of parallel, distributed, and networked systems. This isabout to change.The burgeoning workflow software industry did about $200million business in the U.S. in 1993 and is expected to reach $2.5billion in 1996. Workflow systems are based on a differentconception of work than that on which the entire architecture ofoperating systems is based. The new conception of work isconcerned with the fulfillment of commitments made betweenpeople, whereas operating systems treat work as the execution ofcomputational tasks. (1)Since operating systems are the platform on which workflowsystems rest, they will soon be forced to adapt to the newconception. This will compel the addition of a new abstraction,the business process, to the hierarchy of existing abstractions. Itwill also generate new meanings of performance evaluation andcapacity planning.Concerns and Breakdowns Experienced by OrganizationsIn the past decade, businesses that were not organized forconsistent customer satisfaction have disappeared or met withwrenching hard times. The survivors have developed bigconcerns about how to reengineer themselves so that they candeliver products on time, offer services that consistently satisfycustomers, maintain market credibility and reputation, andintroduce new products and services faster than competitors.Many turned to information technology as a medium in which to do business and with which to manage business, but found littlerelief, prompting some doomsayers to argue that informationtechnology is the cause of the crisis.Those of us in scientific research and education institutions havebeen aggressive about using new technology, but we have faredno better. We have made computation a co-equal with theory andexperiment as a paradigm of science. We are heavy users ofelectronic mail and the Internet, and we tout new discoveriesarising in Internet collaborations. But our everyday concernssound just like those of business people. In competing forresearch funds, we worry about track record, about reputation forkeeping promises, about satisfying program managers, and aboutthe credibility of our institutions, groups, and selves. Incompeting for scientific results, we worry about the acceleratingchange of the field, about being first to report our findings, andabout our international standings. Our doomsayers openlywonder whether technology has accelerated the pace beyond ourcapacity to keep up.The problem is not technology. By automating business and workprocesses that are not explicitly oriented toward customersatisfaction, organizations have accelerated the production ofdissatisfied customers. It does not matter whether theorganization is a business firm or a research institute. Theproblem is the design of processes for conducting business.The information technology needed to support work tasks hastraditionally come from the fields of operating and databasesystems. Because of the growing concern in organizations formanagement of work flows, operating-systems technology isbeing drawn into the management of organizations. Theconvergence of organizational work and computational work willproduce major structural changes both in organizations and in thefield of operating systems and will offer new challenges forperformance analysts.Work and Business ProcessesA hundred years ago Frederick Taylor articulated the principle of"scientific management", a view that sees work as motions andactivities of workers that can be planned and optimized bymanagers. With the introduction of the electronic computer 50years ago, it became possible to draw a parallel between themotions and activities of workers and the flows andtransformations of information; accordingly, the individualworker could be modeled as a function that processes inputinformation into output information. These views were reinforced in the1950s when Herbert Simon described management as decision-making by evaluating alternatives, and in the 1960s when JayForrester analyzed organizations as nonlinear feedback signal-processing systems. Today, these information interpretations ofwork have been embodied in workflow analysis systems such asForester’s Systems Dynamics and IDEF0, a dataflow analysismethod originally designed for observing commodity flows inmanufacturing plants. In all these systems, work is seen as theprocess of transforming the given inputs into the desired outputs.Fernando Flores of Business Design Associates argues that thebreakdowns experienced by organizations are a directconsequence of the input-output interpretation of work. He saysthat the effective management of organizations operating in aworldwide telecommunications network requires a shift in theconception of work (2).The input-output conception of work pays scant attention to thehuman processes in which people make requests, agree on whatwill be done, who will do it, when it will be done by, and whomust be satisfied with the result. As organizations and marketshave burgeoned -- fertilized by information and communicationstechnology -- failures to see and manage human processes havechanged from an annoyance into a crisis.Flores says that work is the fulfillment of commitments by oneperson to the satisfaction of another person. The fulfillment of acommitment takes place in the context of a closed loop thatconnects a customer and a performer. The loop consists of foursegments connecting four events. First comes the formulation ofa customer’s request, culminating in its delivery to the performer.The second segment is negotiation on the conditions ofsatisfaction of the customer, culminating in an agreement betweencustomer and performer. The next segment is performance,culminating in the performer’s declaration that the work is done.The final segment is acceptance, culminating in the customer’sdeclaration of satisfaction. (3)In carrying out the work agreed to, a performer makes newrequests. The performer thus becomes the customer of others,who agree in turn to take on pieces of the work. In this way anetwork of performers and customers comes into play for thefulfillment of the original request. In fact, either the customer orthe performer can make further requests during any segment ofthe workflow, and thus the network can grow from any of the foursegments. The loop connecting an external customer to theorganization itself easily decomposes, fractal-like, into webs ofconstituent loops, until the roles of everyone in the organizationare accounted for. The loop notation, structural elements, andnetworks are called ActionWorkflows and are copyright byAction Technologies, Inc. and Business Design Associates.Incomplete work flows invariably cause breakdowns, andpersistent incompletions give rise to complaints and bad moodsthat interfere with the ultimate purpose of work -- satisfaction ofa customer. Loops can be incomplete in many ways. If no onehas taken responsibility to see that a particular workflowcompletes satisfactorily (a "missing customer"), or if no one hastaken responsibility for fulfilling a request (a "missingperformer"), a satisfactory completion cannot be guaranteed.Many purely information-flow offices are like this: A form in anin-basket obscures the customer who used it to make a request,and the anonymity of an office hides the performers. A missingrequest, misunderstood conditions of satisfaction, or delayeddelivery canleave the customer expecting actions that the performer will notsupply or the performer supplying actions that the customer doesnot want.In their consulting work with organizations, Business DesignAssociates have shown that organizational mood, market position,and customer satisfaction are directly and positively correlatedwith the degree to which everyone in the organization iscontributing to the completion of the loops in which theyparticipate. They have shown that persistent incompletions ofloops leave trails of dissatisfied customers. Persistentdissatisfaction can produce bad moods -- most commonly distrust,resentment, and resignation -- that interfere with productive workand foster additional work through new work flows designed todeal with complaints. They have shown that workflow maps canbe used to help people see and overcome such breakdowns.It should now be apparent that every organization depends onthree kinds of processes: materiel, information, and workflow.The first two are of the traditional input-output kind. Materielprocesses deal with the movement of materials to particularplaces, where the materials are transformed, manipulated,consumed, or combined into new items. Information processesdeal with the movement of information to particular places andpeople, who transform, manipulate, or consume it. Workflowprocesses are equally important; they deal with the requests forwork to be done, agreements about what will be done, who isresponsible for doing it, when it will be done, and whether thecustomer is satisfied with what has been done. The processing ofmaterials and information are the consequences of people makingand fulfilling commitments.Technologies for modeling material and information processes aremature; queueing networks are an example familiar to thisaudience. But technologies for drawing maps of workflows andtracking the events that constitute them has not been widelyavailable or appreciated.It is crucially important to note that redesigning work flows forclosure and simplicity is not a simple technological problem. Thework flows are "the way things are done around here" -- part ofthe culture of the organization. Redesigning them means analteration of that culture. Technology by itself is not sufficient tobring this about.Operating SystemsThe field of operating systems has historically provided much ofthe technology on which organizations depend for conductingtheir business. The first operating systems, built in the 1950s,were viewed as control programs that allocated scarce andexpensive resources (processor time, main memory space, diskstorage space, and access to input/output devices) among severalcontending users. These systems were seen as managers of worktasks submitted to the system by the users. The designer’s horizoncoincided with the boundaries of the system.During the 1960s, the concern of operating-system designers wasidentifying abstractions that could be used to construct virtualmachines for users; the abstractions that emerged included stack-structured execution of programs, interrupts, processes, virtualmemory, files, directories, input/output streams, and "shell"programs for interpreting user commands. These abstractionsconstitute a hierarchy that has changed little since the 1960s (4,5).

15Workflow process105

14User interface103

13User virtual machine101

12Directories10-1

11I/O streams10-2

10Devices10-2

9Files10-2

8Interprocess communication10-2

7Virtual memory10-2

6Local secondary storage10-3

5Processes and semaphores10-4

4Interrupts10-5

3Procedures10-6

2Instruction set10-8

1Random access memory (RAM)10-8

0Hardware electronics10-12

Operating systems have been viewed as "software thatmanages the flow of work inside a network of computers."The functions of operating systems can be interpreted as ahierarchy that spans operations at many time scales rangingfrom picoseconds at the hardware level to days at the userlevel (17 orders of magnitude). At each level, operations applyto objects visible at that level; the operations and objects arecomposed of operations and objects from lower levels. Thisprinciple of organization is much like the natural hierarchy ofphysical objects ranging from quarks to galaxy clusters. Withthe exception of graphical presentations, which replaced text-only shell programs in the 1980s, the levels of the operating-system hierarchy have been the same since 1970. In the 1980s,research on distributed operating systems showed how toextend the multimachine levels (8-14) so that their objectscould be shared across the machines of a network. By the endof the 1990s, business processes may become the 15thabstraction in the hierarchy, and the interpretation ofoperating systems will shift to "software that assists inmanaging the flow of work in an organization."

During the 1970s, operating-systems designers were concernedwith the efficient implementations of these abstractions onmainframe computers and with coupling them across datanetworks such as the ARPANET. In the 1980s, proliferatingpersonal computers, desktop workstations, local-area networks,the worldwide Internet, and graphic displays focused the attentionof operating-systems designers on extending the abstractions tosystems of networked computers. Examples include abstractionsthat deal with the construction of large software systems fromparts that run as processes or subsystems on their own computers.In spite of all the changes in hardware, software, and system scalethat designers had to contend with during this period, the basicunderstanding of an operating system as "manager of work insidea system" did not change.The gap between this interpretation of operating systems and theconcerns of organizations has been brought into sharp focus bythe widening realization that computers are for communications,not just for recording or processing. Users now complainvociferously about their inability to share files produced bydifferent word processors, spreadsheets, drawing programs, anddatabases. They complain about their inability to deal with thegrowing volumes of information associated with the explosion inelectronic mail, bulletin boards, and news groups. They complainabout their inability to talk with distant collaborators and see theirwork. As a consequence, software vendors have begun toproduce products such as network file systems, distributeddatabases, groupware, and work-sharing systems such as LotusNotes. Although these subsystems have brought some order tothe world of interacting computers, they are formulated in the oldinterpretation of work as information-processing tasks that flowinside a network of computers.Add to this the new demands of mounting workflow managementsoftware on existing operating systems. New requests are comingto system administrators, system programmers, and networkmanagers, for configurations, debugging, installations, upgrades,and maintenance; and to operating systems designers andperformance analysts for more transparent and efficient support ofthe functions of workflow systems. At least one operating systemmanufacturer, MicroSoft, has declared that its next generation ofoperating systems will contain support for workflow. It will notbe long before basic workflow concepts are taught in operatingsystem courses.These developments are forcing operating systems designers andperformance analysts to understand the new conception of work.It is no longer sufficient to think of operating systems as trackingthe flow of input-output specifying tasks; it is time to think ofthem as managers and facilitators of incomplete commitments inan organization. It is no longer sufficient to think of queueingnetworks as calculators of throughput and response time of input-output specifying tasks; it is time to extend them, or to find newmodels, to calculate the satisfactory production rates and cycletimes of organizations.The notion of a boundary between the computer system and theorganization is disappearing and will be gone by the end of thisdecade. Operating systems will cease to be associated with theinternal functioning of machines and will be associated insteadwith the functioning of organizations.Raul Medina-Mora of Action Technologies, Inc., in Alameda,California, has been leading a design team to build technologythat makes the connection (6). They call it the ActionWorkflowsystem. It has the following basic elements:-A graphical work-flow mapping language that allowsusers to show, construct, and (with authorization) alter workflowmaps.-A database of workflow definitions that containsinternal representations of business processes.-A database of workflow transactions that containsrecords of each instance of a work flow created in response to acustomer initiating a request.-A workflow server that receives event notices fromapplications programs (including electronic mail) announcingevents that represent progress in some workflow, and modifies theaffected records in the transactions database. An interpreterrunning on this server notifies applications programs and otheragents which actions are allowable next in a given workflow.

-A workflow reporting system that tracks and monitorsworkflows, answering questions from users about the status ofparticular requests and from managers about cycle times,congestion, throughput, and other performance metrics ofbusiness processes.A New Kind of Performance ModelQueueing network models have become central to theperformance evaluation of computer systems managed bytraditional operating systems. These models suppose that a job(unit of work) is submitted by a user through an input port andthat a response (work completion) is later received through anoutput port. Work is a specification of inputs to be acted on by asequence of servers, producing desired outputs.As operating systems shift to become facilitators of work inorganizations, the new notion of work (making and fulfillingcommitments) will replace current notion (functional activation).Queueing network models are not be sufficient to enableestimation of performance metrics for the organization served bythe operating system. (For example, the token corresponding torequest that starts a secondary workflow must eventually berejoined with the original requesting token. Analytic methodssuch as those proposed by Gelenbe may be useful here (7).)The history of queueing network models can guide a speculationabout the coming evolution of workflow models. Althoughqueueing models had been studied by engineers since the earlypart of the 20th century, they did not receive serious attention as ameans to estimate throughput and response time of computersystems until 1965, when Alan Scherr demonstrated that amachine-repairman model worked well for a time-sharing system.This initiated a period during which the networks-of-queuesmodels long known to theorists were used as a notation to mapout servers, queues, and flows within computer systems. Thesemaps were very useful in identifying and correcting congestionpoints in saturated systems. After the mapping stage came aperiod of measurement, in which instruments were designed togather data from real systems that could be compared to theoutputs of models. In due course, instrumentation that routinelyenabled measurements consistent with the models were widelyavailable, and allowed capacity planners to annotate maps(queueing network diagrams of systems) with throughputs, queuelengths, and response times. After the measurement stage camethe period in which the models were routinely used to anticipateperformance metrics that would be observed if the system or itsworkload were changed. This stage was enabled by the inventionof efficient computational algorithms that would calculateperformance estimates rapidly from given system and workloadparameters. The first such algorithm was Jeffrey Buzen’s centralserver model algorithm in 1971, which triggered a torrent ofalgorithms work for queueing models that continues to this day.I think these three stages -- mapping, measurement, andanticipation -- will characterize the progression of performancemodels for organizations adopting the new conception of work.We are just now entering the mapping stage, with notations suchas ActionWorkflow loops proving to be very useful in locating thesources of breakdowns in organizations (analogous to locatingqueueing bottlenecks). As the new workflow models aredeployed and used to observe and measure the completions ofcommitments in organizations, we will enter the measurementstage. Within the next few years, algorithms will be developedthat enable workflow notations to be used as models forcalculating the future effects of proposed organizational changes.Progress here may be gradual or there may be a breakthroughanalogous to Buzen’s algorithm.The big opportunity -- and challenge -- facing the performanceanalysis field is to embrace these changes and take the lead withthe measurement and modeling work that is needed to bring us tothe third, mature stage.A New View of SystemsThe loop interpretation of work flows offers a new way ofthinking about systems. In the traditional way of thinking, whichviews a system as a collection of interacting components, it is notclear whether human beings are outsiders that interact with thesystem or whether they are themselves components. (A wholefield of inquiry, focused on computers and human interaction, hasemerged to investigate this question.) The work-flowinterpretation integrates the actions of people and computers.Human requests, agreements, and satisfaction appear as thedriving force of work. Computers appear as tools for designing,tracking, and facilitating work.Over the coming years I expect the widespread organizationalconcern for building market position by building credibility fordelivery and a track record of customer satisfaction to fuel anexplosion of software and systems to assist organizations withmanaging their work. The outcome will be the addition of a newcategory -- the workflow process -- to the hierarchy ofabstractions managed with the help of operating systems, andanalyzed by capacity planners.References1. Thomas White and Layna Fischer, eds. 1994. New Tools forNew Times: The Workflow Paradigm. Book Division, FutureStrategies, Inc., 909 Marina Village Parkway, Suite 178,Alameda, CA 94501.2. Fernando Flores. 1992. "Offering New Principles for aShifting Business World." Business Design Associates, 2200Powell Street, Suite 400, Emeryville, CA 94608.3. Peter Denning. 1992. "Work is a closed loop process."American Scientist 80, 4 (July-August). 314-317.4. Peter Denning and Robert Brown. 1984. "OperatingSystems." Scientific American 251(September). 94-106.5. Peter Denning and Walter Tichy. 1992. "Operating Systems."In Encyclopedia of Computer Science and Engineering. 3rdedition (A. Ralston and E. Reilly, Eds.). Van Nostrand Reinhold.6. Raul Medina-Mora, Terry Winograd, Rodrigo Flores, andFernando Flores. 1992. "Workflow Management Technology:Examples, Implementations, and New Directions." ACMSIGCHI/SIGOIS Proceedings of Conference on ComputerSupported Cooperative Work (CSCW). November.7. Erol Gelenbe. 1991. "Product form queueing networks withnegative and positive customers." J. Appl. Probability 28. 656-663.